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International Scientific - Practical Conference
"Telecommunications and Security"

13 December, 2025

09:00 — 10:00 Registration
10:00 — 10:20 Opening of the Conference (ComCom, Caucasus University, SCSA, IDI, RIPE NCC)

First Session
Moderated by Maksim Iavich

10:20 - 10:40
Ekaterine Imedadze, Communications Commission of Georgia

‘Shaping an Inclusive, Resilient, and Investment — Ready Digital Future: Georgia'’s Perspective and Path Forward”

10:40 - 11:00

Sergiy Gnatyuk, State University “Kyiv Aviation Institute”, State Scientific and Research Institute of Cybersecurity Technologies and Information
Protection, Scientific Cybersecurity Association of Ukraine, Kyiv, Ukraine

“Critical Infrastructure Security and Resilience: Lessons from Ukraine”

Address: Caucasus University, Conference Hall, 3™ floor, Paata Saakadze street 1 Thilisi, 0102, Georgia
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11:00 — 11:20
Vahan Hovsepyan, RIPE NCC

“Progress in Internet Routing Security in the region”

11:20-11:40
Bakhytzhan Akhmetov, Abai Kazakh National Pedagogical University, Almaty, Kazakhstan
“Threat Model for the Modern LMS Platforms”

11:40 - 12:00

Roman Odarchenko, State University “Kyiv Aviation Institute”, State Scientific and Research Institute of Cybersecurity Technologies and
Information Protection, Scientific Cybersecurity Association of Ukraine, Kyiv, Ukraine

“Self-Driven Cybersecurity Platform for 6G”
12:00 - 12:20

Ravzan Bocu, Transilvania University of Brasov, Romania (Online)

“Detection of Android Malware Through an Integrated System Using Permission-to-Exploitation Associations”

Address: Caucasus University, Conference Hall, 3™ floor, Paata Saakadze street 1 Thilisi, 0102, Georgia
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12:20 - 12:40
Galia Marinova, Erida Muka, TU — Sofia, Bulgaria

»

‘Securing Smart-Campus Digital Twins as Critical Infrastructure: Threat Models, Attack Surfaces, and a Zero-Trust Reference Architecture

12:40 — 13:00
Artem Polozhentsev, State University “Kyiv Aviation Institute”, Kyiv, Ukraine

“Intelligent IT Threat Prioritization Model Based on Machine Learning and MCDA Analysis”

13:00 — 13:40
Coffee Break/Networking

Second Session
Moderated by Vladimer Svanadze

13:40 — 14:00
Andro Gotsiridze, Cyber Security Studies and Education Center “CYSEC*, Thbilisi, Georgia

“Cyber Operations and Human Security: Practical and Conceptual Insights for the Cognitive- Warfare Era”

Address: Caucasus University, Conference Hall, 3™ floor, Paata Saakadze street 1 Thilisi, 0102, Georgia



CAUCASUS UNIVERSITY
CYBER SECURIY

CYBER SECURITY I I

ASSOCIATION D A CENTER
EEEEEEEE DEVELOPMENT INITIATIVE JO3JILNM TeN3DbNGISN
NEBIRGIBAL BIGINMIMIGNL NGAUNIBNIY CAUCASUS UNIVERSITY

14:00 — 14:20
Keti Grdzelidze, Caucasus University, Tbilisi, Georgia

“Governing Security in a Fragmented Internet: A Framework for Coherent and Resilient Information Security Policy”

14:20 — 14:40
Maka Mantskava, Ivane Beritashvili Center of Experimental Biomedicine, Tbilisi, Georgia

‘Security Issues in Medical Telecommunications”

14:40 - 15:00
Lela Mirtskhulava, Ivane Javakhishvili Tbilisi State University, Tbilisi, Georgia

“Human Hacking in the Modern Society: Implications for Telecommunications Security”
15:00 - 15:20

Sergo Simonovi, Scientific Cyber Security Association, Tbilisi, Georgia

“Wireless Keystroke Injection — Your keyboard might be a backdoor”

Address: Caucasus University, Conference Hall, 3™ floor, Paata Saakadze street 1 Thilisi, 0102, Georgia
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15:20 — 15:40
Giorgi lashvili, eToro, SOC Team Leader, Tbilisi, Georgia

“Improving threat detection: Modernizing the SOC for the next-gen digital world”

15:40 — 16:00
Nato Jiadze, The Ministry of Defence of Georgia, Tbilisi, Georgia

“Zero Trust, Al, and Post-Quantum Readiness”

16:00 — 16:20
Tamta Aptarauli, Scientific Cyber Security Association (SCSA), Tbilisi, Georgia

“The Challenge of Personal Data Protection in the Age of Artificial Intelligence”

16:20 — 16:40
Lui Jangulashvili, Orient Logic, Tbilisi, Georgia

“Malware analysis evasion techniques and limitations of modern detection tactics”

16:40 — 17:00
Azamat Imanbaev, Kazach — British Technical University, Kazakhstan

“Adaptive Hybrid Machine Learning Model for Detecting Known and Zero-Day Attacks in 5G Networks”

Address: Caucasus University, Conference Hall, 3™ floor, Paata Saakadze street 1 Thilisi, 0102, Georgia



17:00 — 17:30
Closing of Conference

Address: Caucasus University, Conference Hall, 3™ floor, Paata Saakadze street 1 Thilisi, 0102, Georgia



